[TAMSATKA 10 ®UHAHCOBOU T'IT'MEHE

«Kak ne nonacmo «8 pyxuy MOUWEHHUKOBY

Jouumaiime ymy namamky 00 KoHua, 0asce eciu ygepensl,

Ymo HUK020a He CIAHene HCePmeEoil MOUEeHHUKOB.
YACTD 1. YET'O HEJIB35 AEJIATDH

1. He momHuMaiiTe 3BOHKM C HE3HAKOMBIX MHOCTPAHHBIX HOMEPOB (Dcmonus, Jlameus,
Ionvwa u m.0.), ecnu y Bac HeT TaM KOHTAKTOB, KOTOPbIE MOTJIH OBl CBSI3aThCsl C BAMU UMEHHO
B 9TOT MOMEHT.

2. He noepsiiTe 3BOHKaM U COOOIIEHHSM, MOCTYMAIOIINUM SIKOObBI OT UMEHH OaHKOB,
MIPABOOXPAHUTEILHBIX OPTaHOB, HMHBIX TOCYNApPCTBEHHBIX CTPYKTYp, 0€3 CaMOCTOSATEIhHOU
poBepKu uHGOpMaInu.

3. He pasroBapuBaiiTe ¢ HE3HAKOMBIMH JIIOABMH TIO Tele(oHy, C TOMOUIBIO
mecceHxepoB (Viber, Telegram u dop.) 6onee 10-15 cexynn, eciu pedb UAET O Bamux (puHaAHCAX,
MEPCOHATBHBIX JAaHHBIX MU CPOYHBIX TPEOOBAHMIX COBEPIIUTH KaKUE-IN00 JEHCTBUS.

4. Huxomy HHM O] KAKMM TIPEIJIOTOM HE COOOIIaiTe:

* JIUYHBIL HOMED nacnopma;

e peKksusumvl OAHKOBCKOU Kapmul,

e CVV/CVC-ko0;

e [IUH-x00;

e xo0wl uz SMS;

e JIO2UHBL U NAPOIU OM UHMEPHem-OaAHKUHA,

¢ KOObl NOOMBEPIAHCOCHUSL U3 MECCEHONCEPOS.

5. He npuHuMaiiTe caMOCTOSITENIbHBIX PELIECHUH MO/ 1aBIEHUEM, YTPO3aMHU, CPOUHOCTHIO
W SMOLIMOHAJIBHBIM BO3ACUCTBUEM (Hanpumep, Ko20a ymeepircoarom, umo 6l Crmaiu Oponom,
Qunancupyeme meppopucmos uiu 6am 2po3sam miopbMoU, d 8awUM OIUSKUM = ONACHOCHBIO).
O06s3aTenbHO COBETYHTECH C TEMH, KOMY JIOBEpsieTe, U C Mpo(hecCHoHaIaMu B COOTBETCTBYIOIIECH
chepe (Haiioume Ovicmpwvlll CNOCOO NO360HUMb, HANUCAMb, 0AMb UM O cebe 3Hamb U NOTYUUMb
00pammuyio c653v).

6. He BeppTe nokymeHTam, mpuciaHHbiM B Viber, Telegram wim apyrux MecceHmkepax,
JTaKe €CJIM OHU SIKOOBI moAnucanbl HarimoHansHeIM OaHKOM, TIPAaBOOXPAHUTEIHHBIMUA OpTaHaAMU
({®P, KT'F, /|®M, KI'K, MB/]) n npyrumu opuIMaIbHBIMU CTPYKTYPaMH.

7. He nmomepsiite doto u Buaeo moneit B Gopme, KoTopeie oOpamiarTcs K BaM depes
Viber, Telegram wnu npyrue MeCCEHIDKEPHI (UX JlecKo no00enams).

8. He noBepsiite rojocam u BUICOU300pakeHUsIM (aureiikam) poACTBEHHUKOB, IPY3eH,
KOJUJIET, MOJyYE€HHBIM IO TeJaedOoHy WM Yepe3 MECCeHIKEpPhI, TeM OoJjiee eciau OHU BeayT cels
CTpaHHO, HAlyTaHbl WK TPeOYIOT (PMHAHCOBON MOMOIIM (UX 20710C U U30OPAIHCEHUE MONCHO
noooenams). COpOChTE 3BOHOK U MEPE3BOHUTE UM CaMH 10 U3BECTHOMY HOMEDY.

9. He mpuHHMMaiiTe ydYacTHe B TaK HAa3bIBAEMBIX «CICHUATBHBIX  OMEPAIUIX)
[0 «CHAceHHIo» ce0sl, OMU3KUX WM APYTUX JIOJEH, O KOTOPBIX Bac MPOCAT HE3HAKOMBIE JIUIA
no tenedony uinu yepe3 MaTepHeT.

10. He mpousBomuTe «OOBICKM» WM MPOBEPKU KBAPTUPHI MO YKA3aHUIO 3BOHSIIMX,
HE JCKJIApUPYHTE HUKOMY CBOU COEPEKESHHSI U IEHHOCTH.

11. Huxorna He mepeAaBaiiTe HaJIUYHbIC, BATIOTY WIN JPAroll€eHHOCTH TPETHUM JIMIAM,
BKJIIOUYasi KypPbEpPOB, MO YbHM-THOO yKa3aHUSM - HE3aBUCHUMO OT TOTO, HACKOJIBKO 3TO KaKeTCs
JIOTUYHBIM WM «KOHCIIUPATUBHBIMY.

12. He ydacTByHTE JMYHO B IEPEBO3KE WM NEPEMELICHUM HAJIWYHBIX, MTHOCTPAHHOMN
BaJIOThl WM JAPAroleHHOCTEH IO TOpoAy, BHYTPU CTPaHbl WM 3a €€ Mpelelibl - Jaxe eclid
MpeaIaramT «3apaboToK» WIH MyTaloT MOCIEACTBUIMU 32 OTKa3 OT COTPYIHUYECTBA.

13. Huxorna He odopMisiiiTe KpeIuThl MO YKa3aHHWIO TPEThUX JMIl. Eciu ke Kpemut
yke 0(hOpMIIEH, HE NIEPEBOAUTE MOJTyUEHHBIE CPECTBA HAa CUETA TIOCTOPOHHUX JIMIL (110 YKA3AHUIO
sawiux «0oopodicerameneily).

14. He nmepeBomuTe BallM JICHEXKHBIE CpelcTBa  (COepexeHHs,  JICTIO3UTHI)
Ha «0e30TacHbIe)», «PE3EpPBHBICY, «CIECIHUATBHBIC» WIH MHBIE CUETa, YKa3aHHbIE HE3HAKOMBIMH
JTUIIAMH.



15. He Bo3BpamaiiTe camMOCTOATEIBHO JICHE)XKHBIE CPEACTBA, SIKOOBI OIMIMOOYHO
NOCTYIUBIINE Ha Bally KapTy WM HoMep TenedoHa oT HezHakoMmieB. OOpaTtutech B OaHK WK
K MOOMJILHOMY OIIepaToOpy 3a KOHCYJIbTAUSAMU U IIOMOIIBIO.

16. He nepenaBaiiTe cBOM OAHKOBCKHE KapThl, CU€Ta M JOCTYIl K HUM JPYTUM JIMIAM,
B TOM YHCJIE 32 ICHEKHOE BO3HAIPAXKICHUE.

17. He cornamaiitech noiay4yaTh JEHEKHBIE CPEICTBA HA CBOM CUET C MOCIEAYIOLIUM UX
MI€PEBOJOM TPETHUM JIULAM.

18. He peructpupyiite UII nnu ropuanueckue Jiuia, He OTKpbIBaiiTe 0aHKOBCKUE cueTa
10 MPoch0e MaIO3HAKOMBIX JIMOO MTOCTOPOHHUX JIULI.

19. He ycranaBiuBaiiTe IO YKa3aHUIO HEWU3BECTHBIX JIMII IPOrpaMMBbl YyJAJIEHHOIO
JIOCTYTIA UJIM UHBIE IPUJIOKEHHUS 110 HAITPABJIECHHBIM CCBIJIKAM.

20. He pearupyiiTe Ha NPEAJIOKEHUS «JIETKOTO 3apaboTKa», CBSI3aHHBIE C MEPEBOJOM,
OoOHaJTMYMBAaHUEM WJIN TPAH3UTOM JICHEKHBIX CPEJCTB.

21. He odopmisiiTe 10BEpeHHOCTH Ha HE3HAKOMBIX JIMII MJIU 110 MPOCHOE MaI03HAKOMBIX
JI0Ie Ha OTKPBITHE OT Balllero MMEHU OAHKOBCKUX CUETOB, COBEpILIEHUE (PUHAHCOBBIX ONepalnuii
WJIH IIPEIOCTABJIEHUE JOCTYIIA K BAIlIUM CU€TaM, HE BBIE3XKaNTe Il 3TOrO 3a MPEAEIIbl CTPAHBbI.

22. He BHOcuTe mipeAomyiaTy 3a TOBapbl WM YCIYyTrd, OCOOEHHO HEIOpOorue,
npejiaraeMble yepes coluaibHble cetu (Instagram, Telegram u Opyeue). DT0 4acThlii crocod
MOIIICHHUYECTBA.

23. He yuwactByiiTe B pO3BITpbIIIAX, JIOTEPESIX M aKUUsAX, WHPOpMAIMS O KOTOPBIX
HocTynwia BaM IO 2JeKTpoHHOM mnoutre, CMC wumum B MecCeHIKepax OT HE3HAKOMBIX
OTIIpaBUTENEH, 0COOEHHO €CIIH /sl HOIYUYEHUs «Ipu3ay TpedyeTcs BeCTH OaHKOBCKHUE PEKBU3UTHI
VI TaHHBIE NTACIIOPTA.

24. He otkiukaiiTech Ha NpeAJIOKEHHUS yJaleHHOW paboTsl B VHTepHere, eciau s
TPYJOYCTPOICTBA Bac MPOCAT aBTOPU3UPOBATHCS YEPE3 HEU3BECTHBIE CAMTHI, BBECTH OAaHKOBCKHE
JJaHHbIE, BHECTH B3HOC.

YACTDB I1. YTO HYKHO JEJIATDH

1. Bcerna mpoBepsiiTe WH(OpPMAINIO, OTHOCUTECh K HEMl KpuTuuecku. Eciaum 3BOHST
u3 0aHKa, MUWIHIIAH, CIICACTBEHHOTO KOMHUTETA, IPYTHX CTPYKTYP - PE3KO 3aBEPIINTE Pa3roBOp,
nepe3BoHuTe B 102 UIM caMOCTOATENHHO MO OQUIIMATBHOMY HOMEpPY OpraHW3allld, KOTOphIe
Jerko Haiith B MHTepHeTe Ha opumManbHO caifte. 3amoMHuTe: cOoTpyaHukn Muwmmnuu, KI'K u
JIPYTUX TOCOPTraHOB HHUKOTJAa HE 3BOHAT B MECCEHKepax C TpeOOBaHHSIMH Ha3BaTh KOJBI,
NIEPEBECTH JCHBIY WIH «TIOMOYb B CIICITUAIBHON OIEepaIim.

2. KpuTudyecku OTHOCHTECH K JIIOOBIM MPEIJIOKEHUSM  <JIETKOr0o  3apaboTKay.
[IpennoxeHus MOIyIUTh IEHBI'M HA CBOM CUET, OOHAIMYUTH UX, TICPEBECTH TPETHHUM JIUIAM [TOYTH
BCETr/la BOBJIEKAIOT B MPECTYMHYIO JAESTENbHOCTD.

3. [Ipy BO3HUKHOBEHUHM TIOJO3PCHHI, YTO B OTHOIICHWU Bac COBEPIIAIOTCS
MOILIEHHUYECKHE IEHCTBUS, HE3aMeATUTENIbHO PUHUMAITE CIeAYIONINEe MEPBI:

e 3a010KUpYlime 6AHKOBCKYIO Kapmy yepe3 MOOUIbHOE NPULONCEHUE UTU NO MeaedOoHY
2opayell IUHUU OAHKA, a Maxice c8ou OAHHbLE 8 MEeNCOAHKOBCKOU cucmeme uoeHmuguxayuu,

° cMeHume naponu;

e oOpamumecs 6 OAHK C 3aA6/IeHUEM O HECAHKYUOHUPOBAHHOU Onepayuu Uil nonvimke
ee cosepuleHusl;

e coobwume 0 nodospumenbHulx Oelicmsusx no meneghory 102 unu 6 ogpuyuanvusiti wam-
o6om MBJ] 6 Telegram «Mbwi 6cecoa psioomy;

e nooatime NUCbMeHHOe 3ds6/eHuUe 8 NPABOOXPAHUMENbHbIE OP2AHDL.

4. IlpoBepsiiTe CCBUIKM M aJpeca CAaNTOB IeEpel BBOJOM MEPCOHAIBHBIX JaHHBIX,
UCIIONB3YHTE Takke OQUIMaNbHble MOOWIbHBIE TpuiokeHuss OaHkoB. [lpu mokymkax
B MIlHTEpHETE IpOBEpANTE NOIMHHOCTD pECypca.

5. Ucnonw3yiiTe 0a30Bble MEPHI 3alIUTHI TPH paboTe ¢ 0AHKOBCKUMHU KapTamHu:

e gKIIOYAliMe 08YXPAKMOPHYIO AYMEHMUPUKAYUIO,

e ycmawnasnusaume IUMUMbL HA NEPe8oObl U CHAMUE HATUYHBIX,
nooxkmouaiime SMS- unu push-ysedomnenusi 060 cex onepayusx no cuemam;



6. «Paznensiiite» NEHEKHBIE CPENICTBA:
* OCHOBHblE HAKONIIEHUS XpaHUume Ha OMOelbHOM cueme (Kapme);
OJ1s1 MEKYWUX pAcX0008 UCNOb3Yme Opyeoll cuem (Kapmy),

e 0/ OHAQUH-NIAMedCel NPUMEHSIMe OMOENbHYI0 Kapmy.

7. JloroBopuTech ¢ OMM3KUMH 00 HCIOJIE30BAaHUN KOJOBOT'O CJIOBAa HJIM BOIIPOCA, OTBET
Ha KOTOPBIA U3BECTEH TOJBKO WJieHaM Baliel ceMbu. [Ipu momydeHnu noio3puTeabHbIX 3BOHKOB
WJIH COOOIICHHI OT SIKOOBI POJICTBEHHUKOB UCTIOIB3YHTE TAKHE MTPOBEPOUYHBIC BOIIPOCHL.

8. 3amumiaiiTe CBOM MepcoHaIbHbIC JaHHBIE:

e He nyOauKylime u He nepecwviiatime gpomozpaguu nacnopma,

e He @uKIaAObIBAlME 8 COYUANbHbIE Ccemu OOKYMEHMbl, 6 KOMOPLIX COO0ePHCAMCs
nepconanvuvie oannvle (PHO, nacnopmuvie danuvie u m.o.);

e ocpanuyuealime 0OCMyn K TUYHOU UHGOpMayuu 8 coycemsx.

9. Obyuaiite 61M3KMX OCHOBaM (pMHAHCOBOH rpamoTHOcTU. [lepuonnyecku obcyxaaire
TUMTUYHBIE CXEMbI MOIIIEHHUYECTBA C MOKUIBIMUA POJACTBEHHHUKAMH H MOJAPOCTKAMH.

Ocob60e BHUMaHUE YIEIUTE JETAM: OOBSICHUTE UM, YTO HEJIB3s1 00IIAThCS C HE3HAKOMITAMH
B MECCEH/Kepax, yCTaHABIMBATh MPUITIOKEHUS IO UX MPOCHOE UIIK MepeIaBaTh ICHbBIU Kyphepam,
a TaKkXe TEePEBOJMTHh UX MO NPEUIONKCHHONW TPETHUMH JHUIAMH WHCTPYKIWU. Eciau pebeHok
CTOJIKHYJICS C TIOJJO3PUTEIHHBIMU COOOIICHUSIMHA — OH JJOJDKEH HEMEIJICHHO paccKaszaTh 00 3TOM
POIUTEIISIM.



