NAMATKA NO ®PUHAHCOBOW FTMIr’MEHE

MoppobHasi Bepcusi no 6nokam: yrposbl, NpusHaku obmaHa, npaesuna noBeaeHus, ENCTBUs Npu
NHUMOEHTE
Pecnybnuka benapycob * 2026

FmaBHOe NpaBuUo Bcer NaMATKU
He genictByiiTe nog naenennem. CHayana ocTaHOBMTECH, 3aTEM MPOBepbTe MHpopMaumio Yepes odurLmanbHbIf

KaHan 1 I'IOCOBeTyVITer C YeJiloBeKoOM, KOTOpOMY AoBepsAeTe.

lNamsmka npedHa3HayeHa 0551 WKObHUKO8, podumernel, nedazoao8, 83p0C/ibix 2pax0aH U noxusbix nodel. Tekem HanucaH
npocmsbiM 5i3bIKOM. IHgbopmayusi 0 3akoHax 0aHa Kak OpUeHmMUpP U He 3aMeHsiem KOHCYbmauuto ropucma. AkmyarbHble
pedakyuu Hopm rposepsitime Ha pravo.by.

[MogpobHas namaTka no pmHaHcoBo rurneHe » Pecny6nuka Benapyce * 2026



Kak nonb3oBaTbCs NaMATKOM

e  YuTanTte He TONbKO CBON pasaen. MoweHHNYeCcKkMe CXeMbl HacTO CMELUMBAOTCS: 3BOHOK 13 “OaHka” MOXeT
3aKOHUYUTBLCSI KPEAUTOM, Nepeaayelt HanyHblX, YCTAaHOBKOW yAan&HHOro 4oCTyna unm BoBlIeYEHNEM B

ApOonnepcTBo.

d Kaxxgbin 6nok NOCTPOEH OAMHAKOBO: rAe ONacHOCTb, Kak eé pacno3HaTb, YTO HENb3A AenaTb, KaK NoCTynnTb
npaBurbHO, YTO AenaTtb, eCcnun ownbka YXKe npousoLuna.
i Pacneuvartarite KOPOTKUE HeK-INTUCTbl U3 KOHLUa AOKYMEeHTa 1 pa3sMmecTtuTe JOMa, B Knacce, kabunHeTe, obLLeXnTUN

nnn Ha paboyem mecre.

e [1na cemby Nosfie3Ho BbIGPaTh KOLOBOE CINOBO M 3apaHee AOroBOpPUTLCS: KPYMHbIE NePeBOAb!, KpeanTbl 1
nepefaya HanuuyHbIX HUKOrAa He AenatoTcs 6e3 NPoBepKN BTOPLIM YETNOBEKOM.

BJIOK 1. YHuBepcanbHble npaBuaa $UHaHCOBOM 6€30nacHOCTU

MpaBuno “lNay3a — lNpoBepka — CoBeT”
May3a: HM4Yero He HaxxnmaTb U He NepeBoAnTb. MNpoBepka: NO3BOHWTL MO oduLmansHoMy Homepy. CoBeT:
obcyauTb ¢ 6nuskum, poantenem, yumtenem, 6aHkom, topuctom unm 102.

1.1. Y710 Henb3a coobwW,aTb HUKOMY

e koabl M3 SMS, push-yBegomnenunn, NpunoxeHns-ayTeHTMdUKaTopa;

e [MNH-kog, CVV/CVC-koa, CpoK AENCTBUSA KapTbl, MOMHbIE PEKBU3UTHLI KapThl;
®  IOMMHbI, MAPONK, KoAOBbIE CrioBa 6aHKka, OTBETbI HA CEKPETHLIE BOMPOCHI;

*  JIMYHbI HOMep nacropTa, doTo/CKaHbl LOKYMEHTOB, cendy ¢ NacnopToM 6e3 3aKOHHOW 1 NMOHSATHOW NMPUYUHBI;

e koabl Bxoaa B Telegram, Viber, WhatsApp, 3nekTpoHHy0 NoyTy, coLceTu;

b AaHHble ONna BXo4a B I/IHTepHeT-6aHK, MCWH, QIMEKTPOHHbIE N BUPTYyalibHbl€ KOLWWEJbKN, KOUMTOKOLUEITbKA;
b KOAbl ANndA nNpuBA3KM HOBOIro yCTpOIZCTBa, BOCCTaHOBIIEHNA Napond, noaTeBepXaeHuna Kpeauta Uin nepesoja.

1.2. Y10 A,0/MKHO HAaCTOPOXKUTb Cpasy

MpusHak YT0 3TO 3HAUMT lMpaBunbHaa peakuus
CpoyHocTb: “npsiMo cenyac”, “y Bac 5 Bac nuwatoT BpeMeHu Ha NpoBepKy. OcTtaHoBUTLCA. 3aBEPLUNTL pasroBop.
MUHYT” [MpoBepuTb OTAENBLHO.

CekpeTHOCTb: “HMKOMY He roBopuTe”

Bac nsonupytot oT noMoLum 6rm3kux.

O6si3aTenbHO pacckasaTb JOBEPEHHOMY
YesloBeky.

» o«

Crpax: “yronoBHoe geno”,

“kpeauT”, “Teppopuam’

00bicK”,

[aBneHne Ha amMoLuN.

He cnoputb, He onpaBapbiBaThbCs, 3BOHUTL
102/ocbuuypmansHo.

Bbiroga: “nérkve geHbrn”, “6es onbita
10 MUHYT"

B

, “3a

BoamoxxHoe BoBreyeHve B CXemy.

OTkasaTbCs U Noka3aTb Nepernmcky
B3pOCMOMY/CreLmanmucTy.

[Mpocbba ycTaHOBUTL NpuUnoxeHne

MoxeT ObITb YAan€HHbIN JOCTYN unm
BUPYC.

He yctanaBnusaTb. [MpoBepATb Yyepes
odmumanbHbIA MarasuH.

Mpocbba Ha3BaTb kof

Kopg noutun Bceraa oTKpbIBaeT AOCTYN Uin
noATBepXaaeT onepaumio.

He HasbiBaTb HUKoraa.

[eHbrn yepes Bally KapTy

Baw c4é€T MoXeT cTaTb YacTblo
NPecTyNHOM LEeNOYKN.

He npuHMMaTb U He NepeBoAnUTb.

1.3. MuHuUManbHbIN HA6OP HacTpoek 6e3onacHOCTU

O YeegomneHus 060 Bcex onepaunax no Kaptam n cHeTam BKITHOYEHbI.

O JTumuTbl Ha nepeBodbl U CHATUE HalMM4YHbIX YCTAHOBJIEHbI.

O [nst oHNanH-NoKyMNoK eCTb OTAEeNbHas KapTa ¢ HebonbLwnm GanaHcoMm.

[0 Ha tenedoHe ctout napons/6uometpus, SIM-kapTta 3awmieHa PIN-kogom.

O Maponu k 6aHKy, NOYTE U MEeCCeHOKepaM pasHble.
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O OByxdakTopHas 3aLymTa BKMoYeHa B novte, 6aHke, MecceHxepax, CoLceTaX.

O AKTMBHbIE ceccun n npuBA3aHHbIE yCTpOIZCTBa NPOBEPATCA HE peXxe pa3a B Mec4dl.

[0 B ceMbe ecTb KOAOBOE CITOBO AJ1S1 CPOYHBLIX NPOCLO O AeHbrax.

BJIOK 2. 3BoHKM “u3 6aHKa”, “mMmunanuun”, “CneacrseHHoro komutera”, “HaubaHka”

2.1. Tpe onacHoCTb

e MoweHHWK NpeacTaBnseTca coTpyaHukom 6anka, munuummn, KK, K', CneagcreeHHoro komuteta, HaubaHka,
HanoroBomn unm ModuneHOro onepaTopa.

e OH MOXeT 3HaTb Balle ums, 6aHK, YacTb HOMepa KapTbl, agpec, MecTo paboThbl. ATO He JoKa3bIBAET, YTO 3BOHOK
HaCTOSALLMI: AaHHbIE MO NONacTb B YTEYKY MUIM ObiTb B3ATbl N3 OTKPbITbIX MCTOYHUKOB.

e Llenb — 3acTaBuTb Bac Ha3BaTb KO, yCTAHOBUTb MpUIoXeHne, 0opMnUTb KpeauT, NepeBecTy AeHbrv, nepeaatb
HanMyHble Kypbepy MUnm “ioMmoyb cneacTamio’”.

2.2. TunnyHble cueHapumn

CueHapun
“Mopo3puTenpHast onepauns”

Yto roBopsTt
“Cenvac c Ballen KapTbl CNUCbIBAOT
neHbrn. HasoBuTe ko, YToObl OTMEHUTL”.

Y10 XOTAT Nony4unTb
Kop noateepxaeHvsi nepeBofa/Bxoga.

“Ha Bac odhopmnstoT kpegnt”

“HyHO CPOYHO OCPOPMUTE BCTPEYHbIV
KPEAUT U NEePeBECTM AeHbr Ha Pe3epBHbI
CYET".

KpeauTHble AeHbrv, KOTopble NOTOM
MNCYE3HYT.

“Cneuonepauus’

“Bbl nomoraeTte noriMaTb NPECTYNHUKOB.
Hukomy He rosopute”.

M3onsaumio ot 6rmM3KMx U KOHTPOnb Hafg,
OencTBnsaMu.

“Bbl cTanu gponom”

“YT106bI IOKa3aTb HEBUHOBHOCTD,
nepeseguTe AeHbIM/Ha30BUTE AaHHbIE”.

[eHbrn 1 JocTynbl MO CTPaxom
OTBETCTBEHHOCTW.

“NpoBepka kBapTMpbI”

“Hangnte Hanu4Hble, 30M0TO, OKYMEHTbI.
Cenvac npueget Kypbep”.

HanuuHble, BanioTy, AparoLeHHOCTU.

“MomoLLb poaCTBEHHUKY”

“Baw cbiH/goyb nonanu B AT, cpoyHo
HY>XHbI AeHbIn”.

BbicTpbIi nepeBof unu nepegady
HanuyHbIX.

2.3. Yto Henb3sa penatb

* He npogomxaTtb pasroBop no omHaHcoBbIM Bonpocam gonblie 10-15 cekyHp;
®  He NoATBepX4aTb NIMYHbIE AaHHbIE “ASS1 NPOBEPKN SINYHOCTI;

hd He Ha3blBaTb KOAbl 1 Naposin;

b He yCTaHaBIMBaTb NporpamMmmbl y,D,aJ'IéHHOFO nocrtyna;
b He BKIo4YaTb AEMOHCTpaLUo 3KpaHa BO BpeM4d BXoda B OaHk;
i He 0(*)OpMJ'IF|Tb KpegounTbl N KapTbl NO YKa3aHNIO 3BOHALLETO;

” ”

* He nepeBOAUTb AeHbIM Ha “Ge3onacHble”, “pe3epBHble”, “TPaH3UTHbIE” CHETA;
* He nepefaBaTb HaNM4YHbIE Kypbepam;
® He Bble3xaTb K 6aHKoMaTy unm B 6aHK No ykasaHuo HEN3BECTHOTO.

2.4. Kak npaBuibHO

Al S

3aBepwnTb 3BOHOK. He cnopuTb 1 He AoKa3biBaTb.
CamocToATenbHO OTKPbITL OduLMansHoe NpUNoxeHne 6aHka unu cant GaHka.
Mo3BOHUTL NO HOMeEpPY C GaHKOBCKOW kapTbl Ui oULManbHOro canTa.
Ecnu 3ByunT yrposa yronosHoro gena — 380HUTbL 102 unu natu B 6nnxkaniuee nogpasgeneHne Mmnuuun.
Coobwuntb 6nnskomy venoeky, ocobeHHO ecnu Bac NPpoCKn “HUKOMY HE roBOpUTL”.
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BJIOK 3. MecceHpKepbl, coucetn, aundenku u noanesbHble JOKYMEHTDI

3.1. MecceHp Kepbl KaK 30Ha pUCKa

B Telegram, Viber, WhatsApp 1 couceTax nerko nogaenartb Ums, poTo, 4OMKHOCTb, JOKYMEHT, neyaTb, opmy,
aBaTap 1 gaxe rorsioc.

CoobuleHune “oT gupekTopa”, “oT yuntens”, “oT poacTBeHHMKA”, “OT 6aHka” MOXeT OblTb OTMPaBMEHO CO
B3MOMaHHOro akkayHTa.

darin ¢ Ha3BaHueM “noctaHoBneHne.pdf’, “noBecTka”, “norosop”, “4ek” MoXeT OblTb BPEJOHOCHbIM U BECTU Ha
(PULLMHIOBYIO CTpaHuLy.

3.2. Aundeiikn

Ounnderk — nogaenbHbI ronoc, n3odpaxeHne unu BuAeo, cosgaHHble ¢ nomoLbio NN,

MoLlueHHUKaM JOCTaTOYHO KOPOTKMX BUAeo/ayamo us couceTen, YTobbl UMUTMPOBATL rofoc.

OcobeHHO onacHbl 3BOHKU Ak0bObl OT pebGEHKa, poanTens, Apyra, Konnern unmM pykoBoguTens ¢ Npocbbor cpoYHo
nepeBecTu AeHbIN.

Ouncperk 4acTo conpoBoOXaaeTCs NNOXON CBA3bI0, NnayeM, LyMOM, CMeLLKOW, 3anpeToM nepesBaHnBaTh.

3.3. 3awuTta ot aundenkos

O EcTb cemeltHoe KOQoBOE CrOBO.

O Mpwn no6own cpoyHon npockbe 0 AeHbrax nepessaHnBaemM no CTapomMy U3BECTHOMY HOMEpY.
O 3apaém NpoBepoYHbIn BONPOC, OTBET Ha KOTOPLIN HEMNb3S Y3HaTb U3 COLICETEN.

O He Bepum Bugeo n poto B hopme 6e3 npoBepkn opmumanbHbIM KaHanom.

OO0 He ny6nukyem nuwHne ayano/BMaeo € ronocom geten n 6nmnskumx.

3.4. MNoppenbHble JOKYMEHTbI

CKPVHLLOT YAOCTOBEPEHMSI, NpMKa3a, NOCTaHOBMNEHUS, NevaT unu “nicbMa HaubaHka” B MecceHakepe He
ABNSETCSA 4OKa3aTeNbCTBOM.

[okyMeHTbl MOryT BbiTb HAPUCOBaHbI, CKINEeeHbl U3 HAaCcTOsLLMX 06pa3LoB UK creHepupoBaHbl VA,

Ecnu fokymMeHT TpebyeT CPOYHO NepeBeCTU AEHbIM, HAa3BaTb KoL, YCTAHOBUTL MPUIOXKEHWE UMM COXPaHUTL BCE B
TanHe — 3TO Npu3HaK obmaHa.

BJIOK 4. baHKOBCKMUe KapTbl, CHETA, NepeBoAbl U HaJIMYHbIE

4.1. Kapta — 3T0 He NpoCTO NNACTUK

KapTa cBsizaHa ¢ BaluuMm CHETOM U BalLEN NMYHOCTLIO. Bce onepaummn octaensoT cneg.
Mepenava kapTel “Ha Bpems”, “pOACTBEHHUKY”, “paboTogaTento”, “nokynatento”, “Kypatopy” MOXeT NMPUBECTU K
GrOKMPOBKE W paccrefoBaHuIo.

Haxe BUPTYyalbHaaA KapTa 1 peKBU3UTbI be3 (*)I/I3I/1‘-I€CKOFO nnacTtuka MoryT gatb AOCTYN K onepaumnam.

4.2. Henb3sa

nepegaBaTb kapTy, PeKBU3UTbI, oTO kapTbl, CVV, MNNH;

OTKpbIBaTb CYET UMK KapTy Mo Npocbbe TpeTbux nuu;

AaBaTb JOCTYN K UHTEPHET-6aHKy Unmn anekTPOHHOMY KOLLENbKY;

nonyyaTtb YyXve OeHbIM Ha CBOW CYET M NepeBOAMTb AarblLue;

CHMMAaTb YyXue feHbrn B 6aHkoMaTe;

NpoBOAMTL “TeCTOBbIE” NepeBobl MO UHCTPYKUUU;

BO3BpaLllaTh “OnboYHbIN NepeBo” Ha HoMep/KapTy, KOTOpble Ha3Ban He3HaKkoMell;
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b nonb30BaTbCA ‘-Iy)KOVI KapTOIZ 6e3 NOHATHOro ” OOKa3dyemMoro cornacua snagenbua.

4.3. Own604HbIN NepeBos,

Kak npaBunbHO BepHYTb OLUMOOYHO NOCTYNUBLUME AEHLIN
He nepeBoauTe aeHbru no npockoe otnpasuTens. ObpaTtutechb B 6aHk unmu k MobunsHomy onepatopy. MycTb
BO3BpaT ohopmMmngaeTcs opulmnansHo.

4.4. HannyHble n Kypbepbl

e He nepepaBanTte geHbru, BanoTy, 30510TO, YKpalLeHUs, AOKYMEHTbI “Kypbepy 6aHka”, “cCoTpyaHMKY Munuummn’,
“afnBoKaTy pPOLACTBEHHUKA”.

e He nepeBo3nTe HanWyHble NO ropoAay, CTpaHe UM 3a rpaHnLy rno YyxxoMy 3agaHuio.

e He cornawanTech 3abpatb AeHbIM Y NOXWUMOro YenoBeka 1 NomnoXuTb MX Ha KapTy/KpUNToKoLenék. ATo MOXeT
ObITb OOHaNUUMBaHWe AeHer XepTBbl MOLIEHHNYECTBA.

e He BbinonHanTe 3agaHns “nogonam k baHkomaty”, “nononHu kapTty”, “pasben cymmy Ha vyactu’, “He roBopm
Kaccupy npasgy’.

4.5. be3onacHas opraHM3auus CBOUX AeHer

*  OCHOBHblE HaKOMEHNs XpaHUTE OTAENbHO OT KapTbl eXXeAHEBHbLIX PAcX040B.

e [1Ns UHTEPHET-NOKYMNOK NCMOMb3YyNTE OTAENBHYIO KapTy C IMMUTOM.

e [1ns KpynHbIX CyMM BKIOYanTe AOMONHUTENbHbIE NOATBEPXKAEHUS N NUMUTLI.

e He xpaHuTe Bce geHbrn B 04HOM BaHke/Ha Of4HOW KapTe, ecrniv 9To Co34aéT ANd Bac pUCK NOMHON NoTepu
aocrtyna.

e PerynapHo npoBepsinTe onepawuum 1 yBegoMneHus.

BJIOK 5. Kpeautbl, paccpovyKkn, MUKpPO3alMbl U A0JIFOBbi€ JIOBYLLUKU

5.1. OCHOBHbIE OMACHOCTU

e Kpeout, obopMneHHbIN Ha Bac, 00513aHHOCTb NNaTUTb CO34aET AN Bac, a He Ans TOoro, KTo “nonpocusi noMoyb”.

» o« " ” o«

e MoLUeHHMKN 3acTaBnsatoT 0QOPMUTL KpeauT “ans 3awmTbl”, “ans oTMeHbI”, “aAns npoeepkwn”, “Ons cneyonepaunmn’.
3710 06MaH.

e MuKpo3sariMbl 1 pacCpOYKN MOTYT Ka3aTbCH HEBOMbLUMMU, HO HECKOMBbKO MENKNX AONroB BbICTPO NpeBpaLlalnTcs B
KPYMHYIO Harpysky.

e [lepekpegutoBaHue 6e3 nnaHa 4acTo ycyryonseT cutyauuio.

5.2. Nepep, nto6bIM KpeanTomM NpoBepbTE

O MoHumato NonHyto cymmy nepennaTbl.

O MNMnaTtéx He noMaeT MOoW exeMecsa4HbI broaKeT.

O EcTtb pe3eps xoTsa 6bl Ha 1-3 MecsiLa nnaTexen.

OO0 Kpegut He ochopmnsaeTca nof AaBreHneM 3BOHSLLErO UM 3HaKOMOTO.
O A He Bepy AeHbrn AN nepegayun TpeTbemy nuuy.

O Jorosop, cTaBka, KOMMUCCUKN U WITPadbl NPOYMTaHbI.

O EcTtb nnaH, 13 kaknx goxonos 6yaeT norawleHue.

5.3. Ecam Kpeput yxke opopmMuam noj, AaBJleHUEM

6. He nepesoauTe MnojtyvyeHHble AeHblrln ganbLue.
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Cpasy cBshkuTeChb C 6aHKOM M COOBLUMTE O MOLLEHHUYECKOM AaBIEHNN.
MonpocuTe 3abnoknposaTth onepaumm, eCrv BO3MOXHO.

CoxpaHuTte 3anucu, CKpUHLLIOTLI, HoMepa, NEPENNCKY.

0. O6patuteck B 102 1 noganTe 3asiBrieHue.

= ©® N

BJIOK 6. Caurtbl, ccbiniku, QR-koabl, npunoxxeuus n Wi-Fi

6.1. PunHr

b PULWINHI — noaaenbHas CTpaHuua, KotTopada co6|/|paeT JTIOM'MHbI, Naposin, Koabl 1 AaHHbIe KapT.

LT ” ” o« ~ ”

e Ccblfnika MOXeT NpPUATK OT “DaHka”, “noyThl”, “0ocTaBkK’, “Hanoroson”, “mapkeTnnenca’, “npogasua’,
“paboTtoparens”.

e Agpec canTa MOXeT OTnM4aTbCa 0gHOW BYKBOW, NIULLIHUM AedrCOM, CTPaHHOW 30HOW AOMEHA UMK NOXOXUM
Ha3BaHUeM.

6.2. QR-puInHT

e QR-kog MOXeT BECTM KyAa YrogHO: Ha onnary, dhanbLuMBbIA CanT, yCTAHOBKY NPUIOXEHUS, NOAMNUCKY, NEPEBOL,
JeHer.

¢ OnacHbl QR-koabl Ha Haknenkax B nogbes3aax, TpaHcnopTe, Ha 0bbsaABNeHus X, “Wrpadax’, nMcbMax, nocbifkax, B
yarax.

e [locne ckaHMpOBaHWA BCeraa CMOTpUTE agpec canTta 4o BBOAA OAHHbIX.

e Ecnu QR-koa npocut BBECTU KapTy, CVV, ko n3 SMS nnm naposnib — 0CTaHOBUTECH.

6.3. NMoppenbHble NPUNOXKEHUSA U YAANEHHBIN A0CTYN

e ®ann APK, npucrnaHHbIv B 4aT, MOXeT ObiTb BUPYCOM.
e [punoxeHve yaanéHHOro 4oCTyna No3BoSsieT BUAETb 3KpaH M yNpaBnaTb YCTPONCTBOM.
e [leMOHCTpauus sKpaHa BO BpeMs BXofa B 6aHK MOXeT packpblTe 6anaHc, SMS, push-koabl 1 onepauumu.

e baHk He TpebyeT ycTaHaBnmBaTb AnyDesk, TeamViewer, “3awmTHbIn Mogynb”, “aHTneupyc MBL”, “npunoxeHune
npoBepKn”.

6.4. Npasuna yundpposoii 6esonacHocTH

[0 OTkpbiBato GaHK TONLKO Yepes omLmManbHOE MPUOXEHNE UM BPYYHYIO BBEOEHHBIN afpec.

0 He nepexoxy no ccbinkam n3 nogosputensHeix SMS, nucem n 4aToB.

0 NpoBepsto goMeH canTa nepen BBOAOM AaHHbIX.

O He ycTaHaBnuBato NpunoxeHnsi BHE omumanbHbiX Mara3nHoB 6e3 HeOOXOAMMOCTN U MPOBEPKMY.
O He ncnoneayto nyénuyHbin Wi-Fi gns 6aHkoBCkux onepauuni 6e3 sawmThbl.

O PerynsipHo o6HoBRsIt0 TenedoH, 6pay3ep, 6aHKOBCKME NPUIOXKEHUS.

O Ypansio npunoXeHus, KOTOPbIMU He MOfb3YHChb.

O He noateepxaato HeoxuaaHHble push-3anpockl Ha BXoA.

BJIOK 7. NMNaposun, no4yta, MecceHaXepbl U aKKaAYHTbI

7.1. NMoyeMy noyta 0CO6EHHO BaXKHa

e Yepes aMEKTPOHHYIO MOYTY YACTO BOCCTAHABNMBAIOT NaponM oT GaHka, colceTel, MapKeTnnencos, rocycnyr 1
pabo4nx cepBUCOB.
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Ecnu MoLLeHHWK NonyyYnn JOCTym K MOYTe, OH MOXET MEHATb Naposiv, YMTaTb YekU, HAXOAUTb JOKYMEHTHI,
y3HaBaTb BalUW KOHTAKTbI.
[MoyTa gomkHa MMETb CaMblil CUMbHbBINA NAPOsb U ABYXAKTOPHYHO 3aLLuTy.

7.2. NMpaBuna naponen

He ncnonbeaynte ognH naposb AN pasHbIX CEPBUCOB.

He ucnone3ynte gaTty poXxaeHus, uMsi, HoMmep TenedoHa, KnnyKky nutoMua.

Jlyywe anvHHasa naponbHag dpasa, YeM KOPOTKUI CROXHbINA Naporb.

XpaHuTe naponu B MeHeKepe napornen nnv B opyrom 6e3onacHom MecTe, a He B 3ameTkax 6e3 3almTol.
MeHsiTe naponb cpasy, ecnu 6bin NOA03PUTENLHBIN BXOA UIK yTeuka.

7.3. MecceHpyxepbl

He coobwante kog Bxoga B Telegram/Viber/WhatsApp. 310 paBHO nepegave akkayHTa.
BknounTte gByxaTtanHyo NpOBEPKY B MECCEHOXepaXx.

[MpoBepsanTe akTMBHbIE YCTPOWCTBA M 3aBepLUanTe HE3HaKOMble CECCUMN.

Ecnu akkayHT B3nomanu, npegynpeanTe KOHTaKTbl: OT BaLIEro MMEHU MOTyT NPOCUTb AEHbIW.

BJIOK 8. UHTepHeT-NOKYNKU, 06bABNEHNSA U A0CTaBKa

8.1. I'pe yawe o6MaHbIBalOT

couceTn n mecceHaxepbl 63 oprumnansHON NNOLAAKK;
06BABNEHNSA C O4YEHb HU3KOW LIEHOMN;

CTPaHMULbI-KITOHbI N3BECTHbIX MarasnHoB;

noggenbHble crny0bl AOCTaBKY;

danblumBag “6e3onacHas caenka’;

npegonnara 3a ToBap, KOTOPOro HeT;

BO3BpaT AeHer Yyepes “CCbIfky Ha nonyyeHune”.

8.2. Yto Henb3A penatb NOKynarTesnto

BBOAUTb AaHHbI€ KapTbl MO CCblfike OT NpoaaBLa;

coobatb kogbl u3 SMS gna “nonyyeHus geHer”;

nepeBoAMTb NpeaonnaTy HesHakoMLy 6e3 NpoBEpPKY;

yXoOuTb U3 ocpmuManbHOro YaTa nrnowankM B MECCEHOXKEP, ecnu nrolwaaka npegynpexaaet o6 onacHoCTy;
BEPUTb CKPMHLLOTY nacnopTa NpoAasLa Kak rapaHTMn — OOKYMEHTbI TOXe noadenbiBatoT.

8.3. Yto Henb3a aenatb npoaaBuy

nepexoanTb No CCbifike “nonyyYnTs onnaTy” oT NoKynaTens;

BBOAMTb AaHHble KapTbl, CVV n SMS-koa ons 3auymcneHvs geHer;
OTNpaBnsATb TOBap A0 NOATBEPXKAEHHOM onnaTkl B 6e3onacHOM KaHane;
coobLaTb NoKynaTento NnLHME NepcoHarbHble OaHHbIE;

ckaumMBaTb “NPUNOXeHne AocTaBkn” U3 Yara.

8.4. be3onacHas NOKynkKa

O MpoBepsito npoaasua, OT3bIBbI, ATy CO34aHUS akKayHTa.
[0 CpaBHuBato LIEHY C PbIHKOM.

O Mcnonb3yto odumumanbHble cnocodbl onnaTthl NOLWaaKu.
O He BBoxxy CVV/CVC 1 SMS-koabl Ang nony4yeHns aeHer.

O CoxpaHsito nepenncky, Yekun, 00 bABMEHNST U TPEK-HOMeEpPA.
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O I'Ipvl COMHEHUN Bbl6l/lpa|'0 onnaty npu nonyyvyeHun nnm nn4Hyr BCTpeyy B ©Ge3onacHoOM MecTe.

BJIOK 9. YpanéHHasa paboTa n BaKaHCUMU

9.1. KaK BbIrnaguT onacHasa BakaHCUA

®Ppa3a B BakaHCUU
“Bes onbiTa, 500—2000 py6nen B geHb, 10
MUHYT"

OnacHocCTb
BeposaTHO, He3akoHHas cxema unm obmaH.

YTto genatb
He oTknukaTtbCs, NPOBEPUTHL KOMNAHWIO.

“Hy)XHO NpUHMMaTb AeHbIM Ha KapTy u
OTNpaBnAThL AanbLie”

[ponnepcTBo/TpaH3UT AeHer.

OTkaszaTbcs.

“OdhopmuTe KapTy/KoLenEk/akkayHT, Mbl
6ynem nonb3oBaTbCs”

Mepenava poctyna K orHaHCOBOMY
WNHCTPYMEHTY.

He ocpopmnaTs.

“Kynute KpunTy Ha AeHbrv KnueHTa”

B0O3MOXHbIV BbIBOA NPECTYMHbIX AEHEr 1
HapyLleHne NpaBui onepauni ¢ TOKeHaMu.

He yyactBoBaThb.

“Onnatute
obyyeHune/cTpaxoBky/Bepudmkaumio”

BbiMaHuBaHve npegonnartbl.

MpoBepuTb 4OrOBOP, HE MNNATUTL
COMHUTESIbHLIM NLaM.

“Ckavanite npunoxeHve He u3 marasvHa”

Puck BupycalyganéHHoro gocryna.

He ckaumnBarthb.

“HyxeH nacnopt B YaTt go cobecenoBaHms”

Puck KpaXXu nepcoHasrbHbIX AaHHbIX.

YTOUYHUTb 3aKOHHOE OCHOBaHMe,
npoBepsiTb pabotogaTens.

9.2. Kak npoBeputb pabotoaarens

0 EcTb nonHoe Ha3BaHWe opraHusaumn, YHI, cant, agpec, TenegoH.

[0 KoHTakTbl coBnagatoT ¢ OC*)VILI,VIaJ'IbeIMVI MCTOYHUKaMW.

O ,El,oroaop MOHSITEH: OOIMKHOCTb, 0693aHHOCTK, onnarTa, CPOKW.

O Het ﬂpOCb6bI MCMNoJ1b30BaThb JIMYHYKO KApPTy A4 YyXXUX nepesooB.

[0 HeT TpeboBaHus nnaTuTb 3a TPYAOYCTPOWCTBO.

O CoBecenoBaHne NpoxoauT B HOpMansHOM AernoBoM dopmate, a He TOMbKO B aHOHMMHOM YarTe.

[0 3apgaHus He cBsa3aHbl ¢ 0OMaHOM nogen, nepesogammn geHer, 06xo4om npasus NIOWaaokK.

BJIOK 10. “BbicTpble 3apaboTKK”, KOTOpble MOryT KapaTbcsi 3aKoHOM Pb

Camoe BaxHoe

Hes3HaHwne Bcen cxemMbl He Bcerga cnacaeT. Ecnu Bbl ganum KapTy, NPUHANN OeHbrn, CHANW HalMn4yHble, OTHEeCIn
nakeT U NomMornun CcKpbiTb cneabl, Ballun LI,GI?ICTBI/IH MOryT OUeHMBaTbCA KakK y4acTtme nim nomMmollb.

10.1. OponnepcTBO

b D,pOI'II'IepCTBO — KCNoJib30BaHMe KapThl, cuéTa, QIIEKTPOHHOIO KoLlernbka, S|M-KaprI, aKKayHTa Ui JOKYMEHTOB

YyeroBeka Ana nepesona, XpaHeHus, obHanuunBaHusa nnm BbIBOAA YYyXUX OEHer.
e YacTo BOBMEKaOT LLUKOSIbHMKOB, CTYAEHTOB, 6€3paboTHbIX, MOXMMbLIX Noaen: obewatoT HebonbLloe
BO3HarpaxgeHue n roBopsT, 4To “HMYero genartb He Hago”.
*  Tunn4yHble POnK: OTKPbITb KApTY; NepeaaTb PEKBU3UTLI; MPUHSATL NEPEBOS; CHATb HANNYHbIE; KyNUTb
KpUNTOBaNtoTy; nepecnatb AeHbru; oopMutb SIM Unn akkayHT; NPONTM BEpUEUKALIMIO IALOM.

Mpu3HaKu gpon-cxembl

*  MNaTAT 3a OTKPbITME KapTbl UNN CYETa;
*  npocsAT npucratb OTO KapTbl, NAcnopT, cendu, NorMH/naponb;

b obewatoT NPOLEHT 3a nepeBobl;

® 3anpeLwarT paccka3biBaTb 6aH|<y HaCTOALLYIO Lienb onepauuii;
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*  npocAT 4pobUTbL CyMMbI;
*  roBOPAT “ecnu CnNpocaT — 3To gonr/nokynka/3apnnara’;
®  [eHbrn NPUXOAAT OT pasHbIX Nogen 1 BeICTPOo yxoaaT AanbLue.

PUCKM MO 3aKOHY

e B Pb npegycmoTpeHa agMUHUCTpaTUBHas OTBETCTBEHHOCTb 3a HE3aKOHHOe NpeaoCcTaBrieHne PekBU3NTOB
NNaTéxXHbIX JOKYMEHTOB U3 KOPbICTHbIX NOBYxaeHun (opmeHTup: cT. 12.35 KoAll).

e He3akoHHbIVi 060POT NNATEXHBIX MHCTPYMEHTOB, CPEACTB NaTexa U X PEKBU3NTOB MOXET BI€Yb YrONIOBHYHO
OTBETCTBEHHOCTb (OpueHTup: cT. 222 YK).

e Ecnv yepes kapTy NpoxogaT AeHbIM OT MOLUEHHUYECTBA, MOMyT BO3HMKATb BOMPOCHI O COy4acTum,
nocobHu4yecTBe, nerann3auumn NPecTynHbIX JOXOA0B U UHLIX COCTaBax.

e BaHk MOXeT 3abrokMpoBaTh kapTy, CYET, onepauum 1 3anpocuTb 0ObsACHeHUs. PenyTaunoHHble nocneacTems
MOryT MeLlaTtb y4ébe, paboTe, kpegntam.

10.2. 3aKnagumMKK, Kypbepbl U “nocbiikn”

e [lpegnoxeHus “3abpatb NakeT”, “NONOXnNTb B TaHKK”, “caoenatb poTO MecTa”, “nepenatb NOCbINKY”, “HUYEro He
cnpawmBaTtbh” MOryT ObiTb CBSI3@Hbl C HE3aKOHHBIM 060POTOM HapPKOTUKOB.

e OnacHbl He TOMbKO caMu 3aknagku. PUck co3gatoT ynakoBka, XpaHeHue, NnepeBo3ka, Nepecbisika, nepegaya
KOOpAMHAT, POTOOTYETHI, aAMUHUCTPUPOBAHNE Mara3vHa, peknama kaHana.

e  dpasbl “Tbl HECOBEPLUEHHONETHUN — HUYEro He ByaeT”, “Tam He HapKOTUKKU”, “Tbl MPOCTO Kypbep” — JNOXHoe
YCMOKOEHME.

Pucku no 3akoHy

e He3aKkoHHbI 060POT HAPKOTUYECKMX CPEACTB, NCMXOTPOMHbLIX BELLECTB, X NPEKYPCOPOB U aHANoroB
npecnenyetcs no YK PbB (opueHTup: cT. 328).

e [lo oToenbHbIM cocTaBaMm, CBA3aHHbIM CO CObITOM, YrOnOBHasA OTBETCTBEHHOCTbL BO3MOXHa C 14 ner.

e [locnegcTtsms MOryT ObiTb KpanHe TSXKENbIMU: CYAMMOCTb, NMLeHne cBoboapl, npobnemsbl ¢ y4ébon, paboToun,
ceMbén n dyaywimm.

10.3. Kypbepbl HaIMYHbIX

"« IS ” o«

e “Babepu OoeHbrn y KNWeHTa”, “nepeaan nakeT”, “nonoxm B 6aHkomat”, “nony4vn NpouUeHT” — 3T0 MOXET ObITb YacTb
MOLLEHHMYECTBA NPOTUB MOXUIbIX MOAEV UNN APYTUX XKEPTB.

e Kypbep 4acTo BUAEH Ha kamepax, OCTaBnsieT MapLipyT, TenedoH, nepenncky, 6aHKoBCKUe onepaumu.
OpraHu3aTopbl OCTalTCHA B TEHU, @ Kypbep CTaHOBUTCS NEPBbLIM, KOO HAXOAST.

e Henb3a cornawatbcsa gaxe “oavH pas’.

10.4. KpunTto-nepeBogbl “ana KaneHrta”

e (Cxewma: Ha Bally KapTy NPUXOAST AEHbIN, Bbl MOKyNaeTe TOKEHbI/KPUNTOBAIIOTY M NEPEBOANTE Ha YY>KOWN
KOLUEneEK.

e /inn HaobopOT: Bbl NPUHMMAETE KPpUMNTOBAMOTY U NepeBoamnTe 6enopycckue pybnu/BantoTy Ha Yyxue KapTbl.

e Takue onepauuu MOTyT UCMONb30BaTLCS AN BbIBOAA NMOXMLLEHHbLIX AEHET U 00X04a KOHTPOTS.

e B Pb onepauuu ¢ uncposBbiMr 3HaKaMu UMEIOT cneuunansHble npasuna. HapyweHus MoryT Bneyb
aAMUHNCTPATUBHYIO, HANOroBYO N NHYK0 OTBETCTBEHHOCTL (OpueHTup: cT. 12.36 KoAll, cT. 13.3 KoAll, HanoroBble
HOpPMbl — MO CUTyaLun).

10.5. MNMpopa)ka akkayHTOB, SIM-KapT, 3/IeKTPOHHbIX KOLUE/IbKOB

e AKKayHT, opOpPMIIEHHBIN Ha BAc, MOIyT UCMONb30BaTh ANng oOMaHa fnogewn, paccobiniki uwnHra, permctpauum
KOLUENbKOB, BbIBOAA AEHETN, YIrpo3 U LWaHTaxa.

e SIM-kapTa MOXeT MCNONb30BaThCS A1 NOATBEPKAEHNS ONepaunii, perncTpauum akkayHToB U NOMyYeHUs KOL4OB.

e Ecnu akkayHT CBA3aH C BallMM HOMEPOM, JOKYMEHTaMU UK NMLLOM, BONPOCHI NPpUAYT K BaMm.

e He npogaBanTte 1 He nepefaBaite JOCTYMbl faXe 3@ HEOOMbLUYK CyMMY.
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10.6. duktueHbIe UM, pupMbl U “HOMUHANBLHBIN AUpPEKTOP”

¢ [lpeanoxeHune “otkpon UM/OOO, Mbl BCE caenaem, Tebe NpoLeHT” onacHo.

e Ha odopMneHHOe Ha Bac fMLO MOryT NOBECUTb A0, HANOM, HE3aKOHHbIE onepaLun, (UKTUBHBIE COENKN,
BbIBO/, JEHer.

e Henb3s noanucbiBaTb JOKYMEHTbI, JOFOBOPLI, JOBEPEHHOCTU U BaHKOBCKUE 3asiBNEHWS, €CMN Bbl HE NOHMMaeTe
peanbHON OeATENbHOCTMW.

10.7. ®uwumHrosble 3agaHua u “pabora onepatopom”

e UVHorga npegnaratoT nucaTth NOASM MO rOTOBOMY TEKCTY, pasMeLLaTb 0O0baABNEHNs, AenaTb CanTbI-KIOHbI,
003BaHMBaTb “KNMEHTOB”, cObUpaTh KoAbl, MPOBEPSTL KAPThI.

e [laxxe ecnu Bbl “TONbKO NEpPENMChIBANUCL”, 3TO MOXET ObiTb YacTb MOLLEHHNYECTBA.

* He BbINnonHANTe 3agaHus, rae Hy>kHO BBOAWUTL NioAel B 3abnyxaeHue, ckpblBaTb NpaBay, cobupaTtb AaHHble KapT
1 KoAabl.

10.8. Peknama He3aKOHHbIX KaHaJ1I0B

e Packnenka QR-kogoB, rpacpcunTtu, nybnmkaumnsa CCbinok, penocTbl, NpUBeYeHE NOAeN B 3aKpbiTble KaHanbl
MOryT ObITb He 6e3061aHON pekramon.

e Ecnu kaHan cBsi3aH C HapKOTMKaMW, MOLLEHHNYECTBOM, (PULLMHIOM, HE3aKOHHBIMY CTaBKaMUn U Npogaxen
OaHHbIX, pacnpoCTPaHNTENb Takke PUCKYeT.

e He peknamupyiiTte TO, Yero He NOHMMaeTe U YTO CKPbIBAET BNadernbLEeB.

10.9. Kak oTKa3saTbCs U 3alUTUTb ce65

11. He BcTynante B cnop ¢ “kypaTtopom”. KopoTko: “He nHtepecHo”.

12. He otnpaBnsiTe OKyMEHTbI, kKapTy, cendwu, agpec.

13. Coenavite CKPUHLLOTHI NPEANOXEHUS, HUKHeNMa, CCbIfkK1, Homepa.

14. 3abnokupynTe KOHTaKT.

15. Ecnu yrpoxatoT — coobLwmte B3poCnbIM, agMUHUCTPaumm y4ebHoro 3aBefeHus, B 102,

16. Ecnu yxe nepenanu gaHHble — CpOYHO obpaTtuTech B 6aHK, 3abnoknpynTe kapTy U CMEHUTE Naporsu.

BJIOK 11. UHBecTMUUU, PUHAHCOBBLIE NUPAMUAbI, CTaBKU U “rapaHTUPOBaHHbIMN
aoxopn”

11.1. KpacHble ¢naru

e obelwaloT BbICOKMI Joxon 6e3 pucka;

e [aBAT: “MecT ocTanocb Mano”, “Bxof TONbKO cerogHa”;

*  MpOCAT NpUBMeYsL Apy3en N poaCTBEHHUKOB;

® He 0OBACHAT, OTKyAa 6epéTtcs NpubbIne;

e [eHblM NEePEBOLATCA HA NUYHYIO KAPTY, KPUMTOKOLLENEK NN Yepe3 aHOHUMHbIA CEPBUC;
e “aHanuTuk’ npocut yctaHoBuTb AnyDesk/TeamViewer nnu nokasaTb 3KpaH;

e [ns BbiBOAA NpubbINM TpebyroT onnaTuTb Hanor, KOMUCCUIO, CTPaxOBKY, BEpUMMKaLNIO;

e npennaraioT B3ATb KPeaUT AN UHBECTULIMIA.

11.2. NMupamMuabl U NCEBAOUHBECTULUN

e [lvpammpa nnaTuT cTapbliM y4acTHMKaM 3a CUYET HOBbIX, @ He 3a CYET peanbHOW NpUbbINU.

e [loka oeHbrn NOCTyNaloT, KaXeTcs, YTo BCE paboTaeT. Korga NnoTok HOBbIX Y4aCTHUKOB 3aKkaHYMBaeTCsl, BbinmaTbl
npekpaLiarTcs.

e PaHHWI “ycnelwHbin BbIBOA” YacTo AenatoT cneuunansHo, 4Tobbl YenoBek BHEC BonbLue unu npueén Brnmskmx.

e He BknagbiBanTe AeHbIW, €CNN He NOHMMaeTe NPOAYKT, PUCKX, OPUANYECKOe NuLo, A0roBop 1 cnocob BbiBOAA.
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11.3. CTaBKM, Ka3uHo, “aorosopHbie MaTun”

"« ” o«

e “100% nporHo3”, “aoroBopHon MaTt4”’, “60T OObLIrPLIBAET KA3NHO" — TUMNYHBIE MPUMaHKMW.
e CHavana MoryT nokasatb ManeHbKyto npubbiiib, NTOTOM NONPOCUTL NOMNOMHUTL GonblLue.
e A3apT 1 XenaHue oTbIrpaTbCsl NPMBOAAT K 4ONTaM.

e Henb3sa GpaTb kpeauThl, NpogaBaTh BELUM UMK 3aHUMaTb AeHbMM AN CTaBOK.

BJIOK 12. JInyHble faHHble, AOKYMEHTbI U NPUBATHOCTb

12.1. NMoyeMy NNYHbIE AAHHbIE LLeHHbI

d Mo gaHHbLIM M3 couceTeNn MOLLEHHUK MOXET caenaTb 3BOHOK y6eﬂ,MTeJ'IbeIMZ Ha3BaTb LKoYy, poACTBEHHUKOB,
noe3nkKu, NoKyrnkn, Mmecto pa6OTbI.

d doTo nacrnopTa MOXeT UCMNOoJib30BaTbCA AOJ1A Pernctpaumm akkayHToB, MOMNbITOK NONMy4YeHUA yCnyr, WaHTaxa.

d Homep Teﬂe(*)OHa N narta poxneHud nomMmoraroT BOCCTaHaBMBaTb OOCTYMNbl U I'IOﬂ,6V|paTb OTBETblI HA CEeKPETHbIE
BOMpPOCHI.

12.2. Y710 He ny6/imKoBaTb

*  nacnopT, BOOUTENbLCKOE YOOCTOBEPEHWNE, CTYAEHUYECKU/YYeHNYECKNA BUNET C AaHHbIMK,
e  GaHKoBCkMe KapTbl, Yekn ¢ QR-kogamu, GuneTsl, NocagoyHble TanoHbl;

* afapec NpoXuBaHus, rpacuk OTCYTCTBUSA AOMA;

e oTO geTelt C NPUBASKON K LLKOME, CEKLUUWU, MapLIPYTY;

*  MHOro ayamo v BMOEO C roflocoM, eciiv B 9TOM HET HEOGX0AUMOCTY;

e [OKYMEeHTbl 0 oXo4ax, KpeavTax, HeBWKUMOCTU, HacneacTee.

12.3. lNpu oTNpaBKe J,OKYMEHTOB

O MoHnmato, KoMy OTNPaBNAD U 3a4eM.

O EcTb ohmumanbHbI KaHan unm 3allnLEHHbIN KabMHeT.

OO0 MOXHO 3aKpbITb JIMLIHWE AaHHbIE, ECITN OHU HE HYXHbI.

[0 Ha konuun MoxxHO HanucaTtb uernb 1 gaty: “Tonbko gns ...".

O He otnpaBnsio AOKYMEHTbI B @aHOHUMHbIN YaT UM HEN3BECTHOMY paboTogaTento.

O CoxpaHsito fokasaTenbCcTBa nepefaym u ycrnosusi 06paboTkm AaHHbIX.

BJIOK 13. letn, NnoApPOCTKU U LUKOJIbHUKU

13.1. F'naBHbIE PUCKK ANA LUKOJIbHUKOB

* nowuck “nérkoro 3apabotka” B Telegram u TikTok;

* nepepada kapTbl UMM aKKayHTa 3a AEeHbIW;

* yyacTue B nepeBogax, obHanmMuMBaHumM, KpUNTO-onepaumsx;

*  3aKnagku n “kypbepckue” 3agaHus;

®  CckayMBaHWe NPUIOXKEHWI U UIP U3 COMHUTENBHBIX MCTOYHMKOB;
®  MOKYMKW B Urpax, CKUHbI, AOHATbI, harnbluMBble PO3bIrpbILLN;

®  LWaHTaX MHTUMHbBIMKU POTO NN NEPENUCKOMN;

*  B3/10M aKKayHTOB Apy3e 1 NpockbObl 0 NepeBoaax.

13.2. MNMpocTble NpaBuaa ANA LWWKOJIbHUKA

Ecnu cTpawHo ckasaTb poauTensam
CKaXXu yYuTento, LKONbHOMY MCUMXOMOrY, KNacCHOMY PYKOBOAWUTENIO, CTapLLEMY POACTBEHHUKY MU ApYroMy
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B3POCIIOMY, KOTOPOMY flOBEPAELLb. MonuyaHue no4tn Bcerga genaet np06nemy Xyxe.

e He HasbiBan kogbl M3 SMS 1 push HUKOMY, aaxe gpyry.

e He paean kapty, TenedoH, SIM-kapTy, akkayHT, naponb.

e He npuHuUMai geHbrn Ha CBOKO KapTy Ans ApYyrux.

e He Gepu nakeTbl U NOCLISIKMA Y HE3HAKOMBbIX JIIOOEN.

e He xogm no agpecam no 3agaHusm u3 yara.

¢ He ycTaHaBnuBan npunoxeHus no ccolrike “kypaTtopa”.

e He otnpaensan ¢oTo nacnopTa, kapTbl, N1la ¢ 4OKYMEHTOM.

e Ecnwu npegnaratoT ObiCTpble EHBMM — MOKaXu B3pOCHbIM 40 OTBETA.

13.3. Pogutensam u negaroram

e He orpaHnunsanTtech (ppason “He obLiancsa ¢ mowweHHkamn”. Pasbepunte KOHKpETHbIE COOBLLEHNS N MPUMEPBI.

e [loroBopuTechb: pebEHOK MOXET NpUATK € Ntobon owmnbkon 6e3 HemeaneHHoro HakasaHus. CHavana
6e3onacHoCTb, NOTOM pa3bop.

e HacTtpownte NUMNTbI Ha OETCKOW KapTe U YBEeAOMIEHNSA poauTento.

e [lpoBepsinTe NPUNOXEHUS, NOAMMUCKUN, aKTUBHBIE CECCUM, MPUBSI3aHHbIE KapThl.

e OOBbsACHWTE NPaBOBbIE NOCNEACTBUSA APONNEPCTBA M 3aKagoK NPOCTLIMU CITOBaMM.

e PasbepuTe, 4TO “A NPOCTO NOMOr” HE O3HA4YaEeT “a He oTBeYatn”.

BJIOK 14. lNoxunbie poacTBEHHUKU

14.1. NMo4yemMy noxxunbie NOAUN B 30HE PUCKA

e MOLUEHHMKM UCMONb3YIOT YBaXeHue K “odumumanbHbiM opraHam”’, cTpax 3a geTen N BHYKOB, AOBEPUE K 3BOHKaM.
e [loxwunoro YyenoBeka MOryT JONTO AepXaTb HA NMMHUK, HE JaBasi MO3BOHUTbL CEMBE.

e YacTo ncnonb3yoT KypbepoB, Hanu4yHble, “3aMeHy AaeHer”, “nposepky kyntop”, “OTT1 poacTeBeHHUKa”.

14.2. JomMmaluHue npaBuaa

O Ha BugHOM mMecTe 3anucaHbl TenedoHbl AeTeln/BHykoB, 6aHka n 102.

O EcTb npaBumno: HannyHble HUKOMY He nepefdaBaTb 6e3 3BOHKa POACTBEHHUKY.
O EcTb KoOBOE CMOBO CEMbM.

O KpynHble nepeBofbl U CHATME HanW4YHbIX 06Cy>aatoTCs ¢ BrM3KMM YernoBEKOM.
O Ha kapTe ycTaHOBNEHbl NMMMUTLI N YBEOOMITEHUS.

O Noxwnnon poACTBEHHUK 3HAET: 0aHK U MUNUUKS He NpUCbINAKT Kypbepa 3a AeHbramu.

14.3. Yto cKa3zaTb NOXXMUJIOMY YeIOBEKY MPOCTbIMU C/IOBaMU

e “Ecnu 3BOHAT 1 nyratoT — knagm TpyoKy. XOpoLumnin COTpyAHUK He obnanTes, mowweHHWK byaeTt aasnTb’.
e “Koa n3 SMS — kak knto4d oT kBapTupbl. Ero Henb3sa aasatb gaxe paboTHuKy baHka”.

e “BbesonacHblx c4eTOB Mo TenedoHy He ObiBaeT”.

e “Ecnu roBopsT, YTO BHYK nonan B 6eady, cHa4yana no3BoHWN BHYKY UM Ham”.

e “Kypbep 3a geHbramu ot 6aHka unm MmnuumMm — 3710 obman”.
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BJIOK 15. JInuHbIN 6r0ppKeT, pacxobl U coeperxeHus

15.1. 3aueM 310 OTHOCUTCA K 6e3onacHoCcTU

e Yenosek 6e3 y4éta geHer Yawe 6epET CpoYHbIe KpeauTbl, BEPUT “ObICTpbIM 3apaboTkam” 1 CrioXHee 3amevaeT

cnncaHus.
b duHaHcoBas nogyulka nomMoraeT He NpuHMMaTb OnacHble pelleHUA N3-3a HeXBAaTKN OeHer.
b MoHnmaHne pacxoaoB CHMXaeT PUCK [onroesou JTOBYLUKWN.

15.2. Pacxoppbl

e  Bepgute y4é€T x0T Obl MO KPYNHBIM KaTeropusam: obsasatenbHble NaTexu, eaa, TPaHCNopPT, CBA3b, 300POBbLE,
o0y4eHue, pasBreyeHnsi, 4O, HaKOMJEHWS.

e [IpoBepsinTe NOLNUCKM N aBTOMMATEXM.

e [lepep KpynHon nokynkown 6epute naysy 24 yaca.

e CpaBHMBaNTE LiEHy, rapaHT1IO, JOCTaBKy W YCNOBMS BO3BpaTa.

¢ He nokynawTte “Ha amoLuMaX” Nocne peknambl, CTpecca Unu gasneHns npoaasLa.

15.3. Noaywka 6e3onacHOCTU

e  MwvHuMmanbHas uenb — cymma Ha 1 MecsL, 06a3aTenbHbIX pacxoaoB. Xopolwas uenb — 3—6 mecsiLes.
e XpaHuTe pe3epB OTAENbHO OT eXeAHEBHON KapThl.

e He BknagbiBanTe NOAYLIKY B PUCKOBAHHbIE UHCTPYMEHTBI.

e [lononHsnTe peseps cpasy nocne goxoaa.

* lcnonb3ynte pe3eps TOMbKO OIS pearbHbIX HENpeaBUAEHHbIX CUTyaLUni.

15.4. NnaHnpoBaHue uenen
O Llenb 3anucaHa KOHKPETHO: YTO, CyMMa, CPOK.
O MNoHATeH eXXemMeCsIYHbIN B3HOC.
0 [leHbru Ha uenb oTaeneHbl OT eXegHEeBHbIX TparT.
O Llenb nepecmartpuBaeTcs pa3 B 3—6 MecsUEeB.

[0 PuckoBaHHbIE BMOXEHUSI HE 3aMEHSIIOT HAKOMMEHNA Ha BaXkHble Lienu.

BJIOK 16. Yto penatb, €cnim oMOKa y)Ke npounsoLuna

He ypananTte nokasarenbcrBa
CKPWHLLOThI, HOMEpPA, CCbINKW, YEKM, 3anmMcu 3BOHKOB, HUKHEVMbI, aapeca KOLLENbKOB U Nepenucka MoryT 6biTb
BaXHbl Ansi 6aHka 1 npaBooOXpaHUTENEN.

16.1. Coobwmam Koa, naposib Uan AaHHble KapTbl

17. Cpasy 3abnokmpynTe kapTy Yepes NpUoKeHUe Unm ropsayyto NuHUo 6aHka.

18. CmeHuTe naponb oT 6aHKa, NoYTbl, MECCEHAKEPOB U COLICETEN.

19. 3aBepLunTe BCe aKTUBHbIE CECCMM Ha HEU3BECTHbIX YCTPONCTBAX.

20. MNposepbTe, He AobaBneHbl N1 HOBbIE YCTPONCTBA, HOMEPA, KapTbl, AOBEPEHHbIE nony4aTeny.
21. MNosBoHuTEe B BaHK 1 3adpmkcnpynTe obpalleHme.

22. O6patuteck B 102, ecnu ecTb cnMcaHue, NoMbITKa KpeanuTa, yrpo3sbl UM BOBMEYEHME B CXEMY.

16.2. NMepeBenu aeHbru

23. MNo3BoHUTe B BaHK HEMeANEHHO. CI'IpOCI/ITe O BO3MOXXHOCTWU OCTAHOBKKM, BO3BpaTa UJ1 ocnapmBaHua onepauunin.
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24. CoxpaHuTe YeKk 1 peKkBU3UTbI nonyyartens.

25. Coenanite CKPUHLLIOTbI MepPenuckn, Cebinikin, Npoduns, Homepa tenedoHa.
26. lNMopanTe 3asBneHne B MUNULVIO.

27. MpepynpepuTe 6rIM3KNX: MOLUEHHMKN MOTYT UCMOSIb30BaTh BaLUM KOHTAKTbI.

16.3. NMepepanu Kapty Uam peKBusuTbI

28. 3abnoknpyiTe KapTy 1 AOCTYM K CYETY.

29. CoobwuTe B 6aHK, YTO PEKBU3NTLI MOTMM NONacTb TPETLUM NULIAM.

30. CmMeHuTe naponu 1 NpPoBepbTe aKTUBHbIE YCTPOMCTBA.

31. He nblTantech “0oroBoputbCa” C KYpaToOpoOM U He BbIMOSTHANTE HOBbIE 3aaHus.

32. Ecnu 6bInn onepauumn — cCoxpaHuTe UCTOPUIO U 0BpaTUTECh 3a NpaBoOBON NomoLLbio/B 102.
16.4. YctaHOBMAM NOJ03pUTE/IbHOE NPUJIOXKEeHUe

33. OTKMuNTE MHTEPHET Ha YCTPOWNCTBE.

34. C ppyroro yCTpoONCTBa CMEHUTE BaXKHble€ Naposu.

35. 3abnokupywTte kapTbl 1 NO3BOHUTE B OaHK.

36. Yoanute npunoxeHue. Ecnu ectb COMHeHUs — obpaTUTech K cneunanucty unm cbpocbTe YCTPOWCTBO Mocrne
COXpaHeHUs OaHHbIX.

37. lNpoBepbTe Nnepeagpecaumto 3BOHKOB/SMS 1 HacTpoliiku SIM.

16.5. Pe6EéHOK nonan B cxemMy

38. CHavana octaHOBWTE JanbHewnwne AenNCcTBUS: KapTbl, YaTbl, BCTPEYN, Nepesoap.

39. He Kpnunte 1 He 3acTaBnanTe yganatb NEPENUCKY.

40. CoxpaHuTe goKasaTesnbCcTBa.

41. Cspkutecb ¢ 6aHKOM, €CNK NCMONb30Banuch KapTbl/cyeTa.

42. ObpaTuTechb 3a KOHCYNbTaUWEN K OPUCTY U/Mnn B MpaBOOXpPaHUTESNbHbIE OpraHbl, OCOOEHHO Npu yrpo3ax,
HapKoTuKKax, nepeBogax AeHer.

43. CoobwuTe LWIKONe, eCnv BOBIeYEHME LU0 Yepesd YYEHNKOB UK LLKOSbHbIE YaThbl.

BJIOK 17. ExXXepHEBHble, eXXeMeCAYHble N CeEMEUNHbIe YEeK-/INCTbI

17.1. E>xeaHEeBHO

[0 He nepexoxy nNo noao3puTesibHbIM CChISTKaM.

O He HasbiBato koAbl 1 naponw.

O MpoBepsito HeoXnaaHHbIe NPOCbObI O AeHbrax Yepes 3BOHOK.
O He npyHumato pelueHust o nepeBofax nog AaBreHNEM.

O CmoTpto yBeaoMeHusi 6aHka 0 cnMcaHusix.

17.2. Pa3 B Hepento

O MposepuTb onepauum No KapTam.

O MpoBepuTb 6anaHc oHMNaH-KapTbl U IMMUTDI.

O NpoBepuTb HOBbIE NOAMUCKN U aBTOMNSIATEXN.

O YpanuTb nogo3puTenbHbie NMMCbMa M COOBLLIEHMS, HE OTKPbIBas BOXEHWS.

O ObcyauTb € ceMbén 0aNH HOBbIN NPUMEpP MOLLEHHUYECTBa.

[MogpobHas namaTka no pmHaHcoBo rurneHe » Pecny6nuka Benapyce * 2026



17.3. Pa3 B MecsL,

O NpoBepuTb akTMBHbIE YCTPONCTBA B NMOYTE, MECCeHaxXepax, coLceTsx, baHke.
O MNMpoeepuTb NpUNoXeHUa Ha TernedoHe N NX paspeLleHus.

O CmeHuTb crnabble unu NoBTOPSOLWMECH Naponw.

O NpoBepuTb Bro4KeT: 4OXOAbI, PAaCXOAbl, AOMNMM, HAKOMIEHMS.

O MpoBepuTb NUMUTBI KapT 1 yBEOOMITEHUS.

O nOI’OBOpVITb C AeTbMU U NOXUINbIMN poACTBEHHUKaMKM O HOBbIX CXeMax.

17.4. Pa3 B noaroga

O MNMpoBepuTb KpeaUTHYIO UCTOPUIO.

O O6HoBUTL CeEMeNHOe KoAoBOe CIOBO.

O MepecmoTpeTb hMHAHCOBLIE LLeNn U NoayLKy 6e30nacHocTMy.

O MpoBepuThb, Kakne NepcoHarnbHble AaHHbIE OOCTYMNHbLI B UHTEPHETE.

O CpaBHMTb ycnosus ©aHKOBCKMX NPOAYKTOB N OTKIMKOYNUTb HEHYXKHbIE.

BJIOK 18. MNMones3Hble KOHTaKTbI U pecypcbl B Pecnybaunke benapycb

102 — Munmuusd. 3BOHNTE NPU MOLLEHHNYECTBE, Yrpo3ax, BbIMOraTenbCTBe, BOBNEYEHUN B APONMNEPCTBO,
3aKnagku, Kypbepckue Cxemsi.

Baw 6aHk — HoMep Ha GaHKOBCKOWM KapTe, B 0hmumManbHOM NPUNOXEHNN Uin Ha oduumnanbHoM cante. He
NCMNONb3ynTe HOMEP M3 NOAO3PUTENIBHOIO COOBOLLEHMS.

OdwmumanbHbin yaT-60T MB[ B Telegram “Mbl Bcerga psgoM” — anisi cooOLweHnin o No403pUTENbHBLIX ENCTBUSX.
HauunoHanbHbeIn 6aHk Pecnybnuku Benapychk: nbrb.by.

MopTtan guHaHcoBow rpaMmoTHoCTU: fingramota.by.

HaunoHanbHbI npaBoBon VIHTepHeT-nopTan: pravo.by — aktyansHble pegakuum KoArll, YK u gpyrux akros.
HauunoHanbHbIN LEeHTP 3aWwmTbl NepcoHarnbHbIX AaHHbIX: cpd.by.
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KopoTtkuit amct gas nevatu: “Ecam 3BOHAT/NULLYT — 4TO Aenatb?”

Cutyaums OencTtBue

MpocsaT koa n3 SMS/push He HasbiBato. 3aBeplLuato pas3roBop.

3BOHAT U3 “6aHka/Munuunn’ Knagy Tpy6ky. MNepessaHnBato cam no ocuumansHOMy HOMepY
mnn 102.

MpocaT nepeBecTn Ha “Ge3onacHbln cHET” He nepeBoxy. Takoro cnocoba 3awuTbl JEHET HET.

[MpocaT ycTaHOBUTL NpUNoXeHne He yctaHasnueato. [poBepsio Yyepes oduumanbHbIi UCTOYHNUK.

PopctBeHHUK NpocuT AeHbMM CPOYHO Mepe3saHumBato No coxpaHéHHOMY HoMepy. CnpalumBato KogoBoe
CIoBo.

MpeanaratoT nérkuii 3apaboTok Yepes kapTy/nepeBoabl OTKasblBaloCb. ATO MOXKET ObITb APONMNEepPCTBO.

MpocaT 3abpatb Unu cnpsTatb NakeT OTkasbiBatocb U coobuiato B3pocnbiM/102. 3To MOXeT ObITb
HapKoTMYecKas cxema.

Yxe owmnbes Brokvpyto KapTy, MEHsI0 Naposnun, COXpaHso AoKa3aTenbCTBa,
3BOHI0 B OaHk 1 102.

OctaHoBucb. lNepenpoBepb. NNocoBeTyucA. ToNIbKO NOTOM AEUCTBYM.
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